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MEMORANDUM FOR DISTRIBUTION 

SUBJECT:  Email Protocols
1.  PURPOSE:  This provides Virginia Defense Force (VDF) personnel guidance and protocols for official.  

2.  SUMMARY:  Emails are the most common form of intra-VDF and external communications.  protocols such as follow help clarify communications in this form, and maintain a professional product.  That is important internally, and even more so when we communicate externally, since often an email will be the first impression Department of Military Affairs (DMA) personnel and outside personnel get of the VDF.  This as well goes to continuing communications on any subject.  The following protocols and best practices should be widely promulgated so VDF members as a whole to help them progress toward composing the clearest and most professional email product. 
2.  PROTOCLS AND BEST PRACTICES:  
    a.  TO line.  Limit addressees to only those who MUST be on the email. If the email has contentious material or if string starts going in that direction, less people, rather than more, should be included.

        (1)  Counselling (dirty laundry). If an email is an informal counseling for a subordinate, remember “Commend in public, and condemn in private.”  If an email is a counselling one, retain it for annual evaluation purposes.
        (2) Follow the Chain of Command. Without express permission from your commander, you should not jump above that commander. This includes emails to the staff or Active Detachment.  The only exception would be a complaint to the Inspector General (IG). But such sensitive communications should be only to the IG.  
        (3) Subordinates should not be included when requesting to higher, and higher should not be included when commanders are sending information to their subordinates.
        (4) Emails to higher Headquarters (DMA/VANG should only be sent when those emails are within your authority/line of specialty, or otherwise when expressly allowed by a commander authorized to do so.
        (5) The Commanding General (CG). VDF members below the Major Subordinate Command (MSC) Commanders, Deputy Commanding Officer (DCO), and Chief of Staff (COS should not write directly to the CG (or include the CG as a cc) without the CG’s express permission or that of the principals shown above. This respects the CG’s position and time.
       b.  cc line.  Limit addressees to only those who MUST be on the email.  “Might be interested” is a terrible reason to include as a cc.  As in the above discussion, carefully consider who should see contentious and counselling material.

    c. bcc line. Very rarely if ever use this. The reason to use this is normally to create a record or let the bcc addressee know about a conversation without others on the email also knowing. This often blows up when the bcc does not notice that is her status and replies to all.  Instead, forward the email to the “offline” addressee.
    c.  Subject line.  Make the Subject line as descriptive as possible and as short as possible.  Help the recipient have as concise and descriptive Subject by which to save the email.  

        (1) One Subject.   The best practice is to limit any email to one subject so the recipients can easily locate that email by Subject later.  Three short emails each with one subject are better than one long email with three subjects. 
       (2) Sensitivity.  Any email with operational security (OPSEC) or privacy sensitive information should have “CUI” (Controlled Unclassified Information) at the end of the subject. 

    d.  “Reply” and “Reply to all”. As discussed above, less addressees are better.  If you are a “cc” that generally does not invite your response – especially a “Reply to all.”  As well, only rarely add more addressees and only again, if they MUST see the email. It is not your email string.
    e.  Greeting.  Email to senior personnel should begin “Sir/Ma’am” or the senior’s full name.  Remember every email is a record, so avoid humorous greetings, which you would not want to see the light of day.
    f.  Body of Email.  Mark Twain famously said, “If I had more time I would have written you a shorter letter.”  Use short sentences and get to the point.  
        (1) If the email requests an opinion or decision, make that clear.  

        (2) Again, one subject per email.  Do not add subjects as a string progresses.  If any email by necessity has several parts (such as including several attachments and explaining them) use paragraphs clearly marked for each portion.

        (3) Do not hijack someone else’s email with off topic comments. Do not hijack someone’s email by re-directing it 
        (4) About three back-and-forth’s should be a strong signal that the subject matter may be best continued in person or by telephone.  

        (5) Be alert for your emotion creeping into and email, or someone else’s.  Angry exchanges create a record, unnecessarily obscure the subject at hand, and lead to lingering bad feelings. Defuse, then re-direct. Quite often emails are poor substitutes for direct conversation when the subject foments strong feelings.  

    g.  Signature block.  This explains itself, but do not depend on an email address as explaining who you are.  Emails to seniors may, but do not have to include “V/r,” or Very Respectfully.  On the other hand, do not use flip sign offs; remember, you are creating a record, and a recipient may miss the attempted humor.  Always sign the email correctly as shown below.
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