VDFR 350-1 Appendix D

COMMUNICATIONS 
PROGRAM OF INSTRUCTION (POI) AND LESSON PLANS (LPs) 1-1
 (Reference:  Army TR 350-70) 

Virginia Defense Force (VDF)

Version January 2026

Table of Contents

POI Cover/Table of Contents ............................................................. 1-1
Approval Date/Version
Preface .............................................................................................. 2-1
Purpose
Approval Authority
Training Location(s)
Collaboration
Instructions for Minor Changes and Additions
Course Scope .................................................................................... 2-2
Courses List
Student Learning Outcomes
Program Learning Outcomes
Core Abilities
Competencies
Course Prerequisites ........................................................................ 2-3
Academic Hours
Class Sizes
Academic Prerequisites
Special Information ......................................................................... 2-4
Instructor Resources
Training Aids
Additional Training Assistants
Equipment Needed
Materials Needed
Safety and Risk Assessment
How to Use this POI ........................................................................ 2-5
Instructor Guidance ......................................................................... 2-6
Course Guidance .............................................................................. 2-7
Lesson Plans .................................................................................... 2-8
Sample Training Schedule ............................................................... 2-9



PREFACE 2-1

PURPOSE
Per VDF Regulation (VDFR) 350-1, this Appendix outlines the Program of Instruction (POI) and Lesson Plans (LPs) for Communications (COM) training. The program ensures VDF personnel are proficient in communications tasks to augment Virginia National Guard (VNG) and Virginia Department of Emergency Management (VDEM) operations, as outlined in the Joint Force Headquarters (JFHQ) National Guard Civil Support (NGCS) Playbook. (REF: AR 350-1, Chap 3, para 3-44)

APPROVAL AUTHORITY: VDF G3, with concurrence from VDF Commanding General (CG).

TRAINING LOCATIONS
· Initial Training: Introduced during Initial Entry Training (IET) at Waller Depot, Richmond, VA.
· Primary Training: Conducted at Fort Barfoot, VA, during Multi-Unit Training Assemblies (MUTAs).
· Reinforcement: Unit Training Assemblies (UTAs) at home stations or DMA-approved sites (e.g., State Military Reservation).
· Online Components: Select preparatory modules and FEMA courses via the VDF Training Portal (vdf.virginia.gov/training).

COLLABORATION
VDF Force Headquarters (FORHQ) G3 Training Support Office collaborates with Major Subordinate Commands (MSCs), Active Detachment (ACTDET), VNG, VDEM, and amateur radio organizations to provide instructors, references, equipment, and facilities. Training aligns with NGCS Playbook, FEMA, and Community Emergency Response Team (CERT) standards.

MINOR CHANGES AND ADDITIONS
· Materials are reviewed annually by G3 Training Officer by 1 October, with updates approved by 1 December.
· Copies are maintained on the VDF Training Portal and archived at Waller Depot.

COURSE SCOPE 2-2

POLICY
The Virginia Department of Military Affairs (DMA) requires VDF personnel to be trained and deployable for exercises, emergencies, or state active duty (SAD) to support civil authorities, JFHQ, Joint Operations Center (JOC), and VNG units. The Adjutant General (TAG) mandates VDF augmentation of VNG communications capabilities, as detailed in the NGCS Playbook. This POI establishes COM proficiency levels (Level 1 and Level 2) to meet mission requirements.

MISSION ESSENTIAL TASK LIST (METL)
a. Tasks:
1. Provide COM Level 1-qualified soldiers for basic communications tasks (e.g., STARS, handheld radios).
2. Train soldiers to NGCS Playbook standards for COM missions and NGST assignments (VDFR 611 series).
3. Maintain a roster of COM Level 2-qualified personnel in specialized roles (e.g., HF radio) to augment VNG/VDEM.
4. Support communications during man-made and natural disasters.
5. Provide communications teams for VDEM Emergency Operations Centers (EOCs) and Regional Coordination Centers (RCCs).
b. Liaison Function:
· Liaison Officers (LNOs) serve as Emergency Support Function (ESF)-16 representatives to VDEM EOCs/RCCs or VNG task forces.
· Communications teams (e.g., Incident Management Assistance Resource [IMAR], High Frequency Radio Resource [HFRR], State Agencies Radio System Resource [STARSR]) support LNOs and amateur radio monitoring at VDEM/JOC.
c. COM Training Tasks:
· Level 1:
1. Operate STARS and organic handheld radios.
2. Support IMAR teams (PittPAK).
3. Operate HFRR teams (ICOM M700/710, antennas).
· Level 2:
1. Configure advanced HF propagation and antennas.
2. Develop communications plans.
3. Operate Joint Incident Site Communications Capability (JISCC) systems.
4. Maintain FCC General or Amateur Extra licenses.

PROFICIENCY LEVELS
· COM Level 1: Achieved within 24 months of VDF entry via IET and COM courses. Recertification occurs biennially through UTA reinforcement and validation exercises.
· COM Level 2: Limited to designated specialties (e.g., HF operations, communications planning). Qualifications are maintained externally, with G3 tracking certifications. Level 2 personnel serve as just-in-time trainers for VDF/VNG.

PROGRAM AND STUDENT LEARNING OUTCOMES
· Program Outcomes:
· Develop a deployable COM force capable of executing NGCS Playbook tasks.
· Ensure interoperability with VNG, VDEM, and civil authorities.
· Maintain a cadre of Level 2 specialists for advanced support.
· Student Outcomes:
· Perform Level 1 tasks (radio operations, IMAR support) to standard.
· Understand technical and operational frameworks for COM missions.
· Apply Level 2 skills (if qualified) in specialized scenarios.

CORE ABILITIES
· Proficiency in radio operations (e.g., STARS, handheld, HF).
· Functional knowledge of PittPAK systems.
· Ability to integrate into and support EOCs/RCCs.

COMPETENCIES
· Achieve COM Level 1 qualification via written exams (≥80%) and Go/No-Go practical assessments.
· Maintain Level 2 certifications (if applicable) through external training and validation.
· Demonstrate technical proficiency and situational awareness in mixed mission environments.

COURSE LIST
· Level 1:
· COM 100: Basic Communications (3.0 hours)
· COM 101: Basic Radio Communications (3.0 hours)
· COM 102: IMAR Mission, Admin Procedures, and Operations (8.0 hours)
· COM 103: HFRR/Antenna Mission, Admin Procedures, and Operations (8.0 hours)
· Level 2:
· COM 200: HF Propagation Factors and Advanced Antenna Configurations (4.0 hours)
· COM 201: Communications Planning Course (16.0 hours)

COURSE PREREQUISITES 2-3

ACADEMIC HOURS
· Level 1 (Basic): 22.0 hours (COM 100: 3.0, COM 101: 3.0, COM 102: 8.0, COM 103: 8.0).
· Level 2: 20.0 hours (COM 200: 4.0, COM 201: 16.0) + FCC licensing.
· Total: 22.0 hours

CLASS SIZE - INSTRUCTOR/STUDENT RATIO
· Level 1 (Basic): 20-30 students, 1 primary instructor, 1 assistant (1:15 ratio).
· Level 2: 8-12 students, 1 primary instructor, 1 assistant (1:6 ratio).
· Practical Exercises: 1:4 ratio for hands-on tasks (e.g., radio setup).

ACADEMIC PREREQUISITES
· Level 1: Completion of IET (VDFR 350-1, Appendix B).
· Level 2: COM Level 1 qualification and FCC Technician License (or equivalent).

SPECIAL INFORMATION 2-4

INSTRUCTOR RESOURCES
· Instructors receive slide packs, lesson plans, and handouts 60 days prior via the VDF Training Portal.
· COM Manager coordinates classrooms, equipment, and materials with G3.
· Instructors must be familiar with NGCS Playbook, FEMA/CERT, and FCC standards.

TRAINING AIDS AND MATERIALS/EQUIPMENT NEEDED
· Classroom:
· A/V equipment (projector, laptop, speakers).
· Slide packs (COM 100-103, COM 200-201).
· Whiteboard, markers, and poster boards.
· Handouts: Phonetic Alphabet, radio procedures.
· Virginia state map (wall-mounted).
· Practical Exercises:
· Wouxun handheld radios (1 per 2 students).
· STARS radio simulator (1 per class).
· ICOM M700/710 HF radios (1 per 4 students).
· PittPAK systems (1 per class).
· Antennas (dipole, vertical, NVIS) and rigging kits.
· Dummy loads and SWR meters for testing.
· Digital:
· VDF Training Portal access for FEMA IS-100.c, IS-700.b
· NGCS Playbook excerpts for COM training.

FACILITIES/TRAINING AREA
· Classroom: Climate-controlled, with conference-style seating, power outlets, and Wi-Fi.
· Outdoor Area: Fort Barfoot cantonment or designated training area (100x100 meters) for radio setup and antenna rigging. Must include clear line-of-sight for HF.
· Safety Zones: Marked no-go areas for hazards (e.g., high-voltage equipment, uneven terrain).

ADDITIONAL TRAINING ASSISTANTS
· Level 1 (Basic): 1 assistant for radio practicals.
· Level 2: 1 assistant for HF and planning exercises.
· Assistants must be COM Level 1-qualified or senior NCOs/officers with relevant experience.

SAFETY AND RISK ASSESSMENT
· Classroom: Ensure fire exits are clear, cables are secured, and seating is stable.
· Outdoor Exercises:
· Pre-inspect areas for hazards (e.g., tripping risks, RF exposure zones). Mark no-go areas.
· Brief on RF safety (e.g., antenna clearance, grounding).
· Ensure proper use of generators and fire suppression devices.
· Risk assessment per FM 5-19: Low for classroom, moderate for outdoor practicals (mitigated by supervision, grounding, and PPE).
· Medical: Access to first aid kits and contact information for Fort Barfoot medical support.
· Weather: Contingency plans for adverse conditions (e.g., indoor alternatives for lightning risks).
· 
HOW TO USE THIS POI 2-5

· Preparation: Instructors review POIs, LPs, and references 60 days prior. Coordinate with COM Manager for logistics.
· Execution: Deliver classroom briefings, followed by practical exercises. Use slides, handouts, and simulations to engage students.
· Assessment: Administer written exams (≥80%) and Go/No-Go tasks. Submit results to G-3 via ACTDET.
· Feedback: Collect student and observer feedback using VDF forms. Propose updates via Course Proposal Form.

INSTRUCTOR GUIDANCE 2-6

a. Prepare:
· Confirm training site and logistics with COM Manager.
· Review slides, references, and Go/No-Go criteria.
· Print lesson plans and handouts (or request ACTDET assistance).
· Notify G3 of student pre-assignments (e.g., FEMA courses).
· Develop case studies (e.g., radio failure scenarios).
b. Rehearse:
· Practice delivery, focusing on timing and practical demonstrations.
· Test equipment (e.g., radios, PittPAK, generators).
c. Reconnoiter:
· Inspect classroom and outdoor areas 24 hours prior.
· Verify equipment readiness (e.g., antennas).
· Coordinate with ACTDET for issues.
d. Conduct:
· Distribute handouts and brief safety protocols.
· Present slides, emphasizing testable content.
· Use assistants to teach segments or supervise practicals.
· Facilitate discussions with case studies (e.g., emergency comms, troubleshooting equipment).
· Conduct Go/No-Go assessments and simulations.
· Lead reflective practice: (1) What was learned? (2) Why does it matter? (3) How will it be applied?
e. Follow-Up:
· Develop 10-15 test questions (multiple choice, true/false, fill-in-the-blank) if none exist, and submit to G3.
· Ensure students complete feedback forms.
· Submit instructor feedback on slides and delivery.
· Review student/visitor feedback for improvements.
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LESSON NUMBER AND TITLE: COM 100, Basic Communications
CLASS TIME: 3.0 hours
HOW IT WILL BE TAUGHT:
a. Background: Introduces soldiers to fundamental communications skills for VDF operations, focusing on radio procedures and STARS/handheld radio use per NGCS Playbook.
b. Conduct:
· Classroom: Conference-style seating with A/V support. Use slides, whiteboard, and handouts to cover procedures, terminology, and radio basics. Encourage student questions.
· Practical Demo: Stationary demonstrations of STARS and handheld radio operation (e.g., channel selection, call signs).
· Instructors: Preferably Special Purpose Platoon members or COM-qualified NCOs. Materials provided 60 days prior.
· Assessment: Written exam (25 questions) and Go/No-Go tasks (e.g., phonetic alphabet, radio check).
c. Instructional Intent: Provide foundational knowledge for radio communications, enabling soldiers to support VDF missions.
d. Training Objectives:
· Action: Discuss and demonstrate basic communication practices.
· Conditions: Interactive classroom and demonstrations.
· Standard: Perform radio tasks to NGCS Playbook standards.
e. Terminal Learning Outcomes:
1. Explain operational procedures, radio-telephone practices, and message documentation.
2. Operate STARS and VDF handheld radios.
3. Recite the phonetic alphabet and terminology.
4. Apply safety precautions for radio operations.
f. Specific Objectives:
1. Describe radio call signs and net procedures.
2. Use the phonetic alphabet in transmissions.
3. Document messages using VDF forms.
4. Perform a radio check on STARS and handheld radios.
5. Identify RF safety hazards (e.g., antenna proximity).
6. Explain message prioritization (e.g., FLASH, IMMEDIATE).
g. References:
· ADP 1: The Army, Chapter 2
· FM 6-02: Signal Support to Operations
· NGCS Playbook
· VDFR 611-3
· FEMA IS-100.c
h. Instructional Materials:
· COM 100 slide pack.
· Handouts: Phonetic alphabet, radio procedures, message forms.
· Equipment: STARS simulator, Wouxun handheld radios.
i. Testing:
· Written exam: 25 questions (80% passing).
· Go/No-Go: Recite phonetic alphabet, perform radio check.
j. Certification: Completion reported to ACTDET/G3.



LESSON NUMBER AND TITLE: COM 101, Basic Radio Communications
CLASS TIME: 3.0 hours
HOW IT WILL BE TAUGHT:
a. Background: Builds on COM 100, focusing on radio wave propagation and VDF radio equipment, including antennas.
b. Conduct:
· Classroom: Conference-style seating with A/V support. Use slides, whiteboard, and models to cover propagation and equipment. Encourage student questions.
· Practical Demo: Stationary demonstrations of antenna types and radio components.
· Instructors: COM-qualified NCOs or Special Purpose Platoon members. Materials provided 60 days prior.
· Assessment: Written exam (20 questions).
c. Instructional Intent: Enable soldiers to understand radio theory and equipment for effective operations.
d. Training Objectives:
· Action: Discuss radio operations and components.
· Conditions: Interactive classroom and demonstrations.
· Standard: Explain radio theory and equipment to NGCS Playbook standards.
e. Terminal Learning Outcomes:
1. Recognize components of radio systems.
2. Explain radio wave propagation theories.
3. Describe VDF radio equipment and antennas.
f. Specific Objectives:
1. Identify radio components (e.g., transmitter, receiver).
2. Explain line-of-sight vs. skywave propagation.
3. Describe antenna types (e.g., dipole, vertical).
4. Explain frequency bands (HF, VHF, UHF).
5. Identify equipment limitations (e.g., range, terrain).
g. References:
· FM 6-02: Signal Support to Operations
· ARRL Antenna Book
· NGCS Playbook
h. Instructional Materials:
· COM 101 slide pack.
· Handouts: Propagation chart, antenna guide.
· Equipment: Antenna models, radio components.
i. Testing: Written exam: 20 questions (80% passing).
j. Certification: Completion reported to ACTDET/G3.



LESSON NUMBER AND TITLE: COM 102, Incident Management Assistance Resource (IMAR) Mission, Admin Procedures, and Operations
CLASS TIME: 8.0 hours
HOW IT WILL BE TAUGHT:
a. Background: Prepares soldiers for IMAR operations, including PittPAK setup and VNG/JOC support.
b. Conduct:
· Classroom (4 hours): Briefings on IMAR roles, PittPAK
· Outdoor Practicals (4 hours): Hands-on setup of PittPAK
· Instructors: COM-qualified NCOs or JOC-experienced officers. Materials provided 60 days prior.
· Assessment: Go/No-Go tasks (e.g., PittPAK setup) and written quiz (20 questions).
c. Instructional Intent: Enable soldiers to deploy and operate IMAR systems in support of VNG/JOC.
d. Training Objectives:
· Action: Deploy and operate IMAR systems.
· Conditions: Classroom briefings and outdoor simulations.
· Standard: Perform IMAR tasks to NGCS Playbook standards.
e. Terminal Learning Outcomes:
1. Deploy PittPAK systems.
2. Explain IMAR roles during SAD missions.
f. Specific Objectives:
1. Describe IMAR mission and structure.
2. Set up PittPAK (power, radios, network).
3. Communicate with VNG task forces via radio.
4. Document IMAR operations using VDF forms.
5. Troubleshoot common PittPAK issues.
g. References:
· FM 6-02: Signal Support to Operations
· NGCS Playbook
· PittPAK Manuals
h. Instructional Materials:
· COM 102 slide pack.
· Handouts: PittPAK checklist.
· Equipment: PittPAK, laptops, radios.
i. Testing:
· Written quiz: 20 questions (80% passing).
· Go/No-Go: PittPAK setup.
j. Certification: Completion reported to ACTDET/G3.


LESSON NUMBER AND TITLE: COM 103, High Frequency Radio Resource (HFRR)/Antenna Mission, Admin Procedures, and Operations
CLASS TIME: 8.0 hours
HOW IT WILL BE TAUGHT:
a. Background: Prepares soldiers for HFRR operations, focusing on ICOM M700/710 radios, antennas, and VNG/JOC support.
b. Conduct:
· Classroom (4 hours): Briefings on HFRR operations, radio setup, and antenna rigging using slides and models.
· Outdoor Practicals (4 hours): Hands-on setup of ICOM radios and antennas (e.g., dipole, NVIS).
· Instructors: COM-qualified NCOs or FCC-licensed operators. Materials provided 60 days prior.
· Assessment: Go/No-Go tasks (e.g., radio setup, antenna rigging) and written quiz (20 questions).
c. Instructional Intent: Enable soldiers to deploy and operate HFRR systems in support of VNG/JOC.
d. Training Objectives:
· Action: Deploy and operate HFRR systems.
· Conditions: Classroom briefings and outdoor simulations.
· Standard: Perform HFRR tasks to NGCS Playbook standards.
e. Terminal Learning Outcomes:
1. Operate ICOM M700/710 radios and antennas.
2. Describe HFRR administrative procedures.
3. Explain HFRR roles during SAD missions.
f. Specific Objectives:
1. Describe HFRR mission and structure.
2. Set up ICOM M700/710 radios (power, frequency).
3. Rig dipole and NVIS antennas.
4. Conduct HF radio checks and net calls.
5. Troubleshoot common HFRR issues (e.g., SWR, grounding).
6. Document HFRR operations using VDF forms.
g. References:
· FM 6-02: Signal Support to Operations
· ICOM M700/710 Manual
· ARRL Antenna Book
· NGCS Playbook
h. Instructional Materials:
· COM 103 slide pack.
· Handouts: HFRR checklist, antenna rigging guide.
· Equipment: ICOM M700/710, antennas, rigging kits.
i. Testing:
· Written quiz: 20 questions (80% passing).
· Go/No-Go: Radio setup, antenna rigging.
j. Certification: Completion reported to ACTDET/G3.


LESSON NUMBER AND TITLE: COM 200, HF Propagation Factors and Advanced Antenna Configurations
CLASS TIME: 4.0 hours
HOW IT WILL BE TAUGHT:
a. Background: Prepares Level 2 soldiers for advanced HF operations and antenna setups.
b. Conduct:
· Classroom (2 hours): Briefings on HF propagation and antenna design.
· Outdoor Practicals (2 hours): Hands-on antenna configuration (e.g., Yagi, loop).
· Instructors: FCC-licensed operators or COM-qualified officers. Materials provided 60 days prior.
· Assessment: Written quiz (15 questions) and Go/No-Go tasks (e.g., antenna setup).
c. Instructional Intent: Enable soldiers to optimize HF communications.
d. Training Objectives:
· Action: Configure advanced HF systems.
· Conditions: Classroom briefings and outdoor simulations.
· Standard: Perform tasks per ARRL standards.
e. Terminal Learning Outcomes:
1. Explain HF propagation factors.
2. Configure advanced antennas.
3. Optimize HF communications.
f. Specific Objectives:
1. Describe ionospheric effects on HF.
2. Select antennas for specific missions.
3. Rig Yagi and loop antennas.
4. Measure SWR and adjust antennas.
g. References:
· ARRL Antenna Book
· FM 6-02: Signal Support to Operations
h. Instructional Materials:
· COM 200 slide pack.
· Handouts: Propagation guide, antenna designs.
· Equipment: HF radios, advanced antennas, SWR meters.
i. Testing:
· Written quiz: 15 questions (80% passing).
· Go/No-Go: Antenna configuration.
j. Certification: Completion reported to ACTDET/G3.



LESSON NUMBER AND TITLE: COM 201, Communications Planning Course
CLASS TIME: 16.0 hours
HOW IT WILL BE TAUGHT:
a. Background: Prepares Level 2 soldiers to develop communications plans for VDF/VNG missions.
b. Conduct:
· Classroom (10 hours): Briefings on planning, PACE methodology, and interoperability.
· Practical Exercises (6 hours): Develop sample plans and simulate coordination.
· Instructors: JFHQ-experienced officers or COM planners. Materials provided 60 days prior.
· Assessment: Written exam (30 questions) and plan evaluation.
c. Instructional Intent: Enable soldiers to plan communications for complex missions.
d. Training Objectives:
· Action: Develop communications plans.
· Conditions: Classroom briefings and exercises.
· Standard: Plan per FM 6-02 and NGCS Playbook.
e. Terminal Learning Outcomes:
1. Explain communications planning principles.
2. Develop PACE plans.
3. Coordinate with VNG/VDEM.
f. Specific Objectives:
1. Describe PACE methodology (Primary, Alternate, Contingency, Emergency).
2. Identify mission communication requirements.
3. Draft a communications plan.
4. Simulate plan execution with VNG/VDEM.
g. References:
· FM 6-02: Signal Support to Operations
· NGCS Playbook
· VDEM Communications Guide
h. Instructional Materials:
· COM 201 slide pack.
· Handouts: PACE template, planning checklist.
· Equipment: Laptops, radios.
i. Testing:
· Written exam: 30 questions (80% passing).
· Plan evaluation: Develop sample plan.
j. Certification: Completion reported to ACTDET/G3.
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COM Level 1 Basic Training (UTA, 2 Days)
Day 1 (8 hours)
0800-0815: Formation, Safety Brief, Course Overview
0815-1115: COM 100: Basic Communications (Classroom, Go/No-Go: Phonetic Alphabet, Radio Check)
1115-1215: Meal Break
1215-1515: COM 101: Basic Radio Communications (Classroom, Written Exam)
1515-1715: COM 102: IMAR Mission (Classroom: 2 hours)
1715-1730: Cleanup, Feedback Forms

Day 2 (8 hours)
0800-0830: Formation, Safety Brief, COM 102 Review
0830-1230: COM 102 Practicals 1230-1300: Meal Break (30 min)
1300-1700: COM 103: HFRR/Antenna Mission (Classroom: 2 hours, Outdoor: 2 hours, Go/No-Go: Radio Setup)
1700-1730: Final Formation, Certificates, Feedback Forms


